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Background

* 1972 Novice License (WN6NDR), 1973 Advanced (WAG6NDR),
2000 Extra (when 20 WPM code requirement dropped)

*1977-2009 Hewlett-Packard / Agilent Technologies (32 yrs)
* Radio & cell phone test equipment (28 yrs)
* Inkjet print/fax/copy/scan computer peripherals (4 yrs)

* 6/2009 laid off from Agilent Technologies

* 1/2010 to 6/2011 Eastern Washington University
* Masters of Science degree in Computer Science (MSCYS)

* Masters Project: “Simple Network Management Protocol and
Internet-Connected Embedded System Controllers” -- 220
hours; 245 emails; 26 online forum posts; 150 PC screen
shots; 45 support files; 60 browser bookmarks; 44-page
report; 33-slide presentation

* This talk is derived from my EWU master’s project.



Overview (1 of 2)

* Hardware Platform 1: Modtronix SBC65EC
* Features; Photo; Web Server browser interface
* Customization Level 0: No Hardware/Firmware Changes

* Remote Access: Dynamic Domain Name System (DDNS)
and Router Port Forwarding

* Remote Control: HTTP / browser or UDP / PC program
* Java program development using [GRASP IDE
* Demo (4 key abilities: digital/analog input/output)
* RS-232 Interface (system recovery if ethernet control is lost)
* Customization Level 1: User Web Pages
* Modtronix Network Bootloader software
* Customization Level 2: User Firmware
* Microchip TCP/IP Stack (open-source C code)
* Wireshark (an oscilloscope for Internet measurements)
* Microchip MPLAB Integrated Development Environment
* Modtronix Embedded Debugger



Overview (2 of 2)

* Hardware Platform 2: Modtronix SBC66EC

* Features; Web Server; compare to SBC65EC (demo of mine
online at home)

* Hardware Platform 3: Microchip PIC32 Ethernet Starter Kit
* Features

* Technology Extension: Cisco-Linksys WVC80N Home
Monitoring Camera (demo of mine online at home)

* \Web Links to More Information



Hardware Platform #1: Modtronix SBC65EC




Modtronix SBC65EC Features

* Remote Control from anywhere on the Internet

* By web browser (Hypertext Transfer Protocol, HTTP)

* By end-user programs (User Datagram Protocol, UDP)
* Set and read digital signals (0 or 5V)
* Set DC voltages using Pulse Width Modulation (PWM)

* Read DC voltages using on-board Analog to Digital Converters
(ADCs)

* Based on a Microchip PIC18 Micro-Controller (8-bit, 40 MHz
clock, inexpensive)

* RS-232 system control / debug interface

* Development uses free software tools and no additional
hardware; only $70; large user base; good documentation.

* Based on the Microchip TCP/IP Stack version 3.75 (8/14/2006, >
15 releases old), plus Modtronix additions.

* Add-on boards available: LCDs, keypads, relays, other I/O



SBC, Proto Board, Enclosure, LCD...
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Modtronix SBC65EC Web Server (21 browser pages)

Modtronix SBC65EC Web Server

Introduction

Analog Inputs

Port Values

LCD Display

PWM Values
Expansion Board
Example 1

System Configuration
Serial Configuration
Contact

Introduction

This page 1s served by the Modtronix SBCa5EC Web Server running on a
SBCA5EC Single Board Computer from Modtronix Engineering.

The default Username and Password is 'admin’ and 'pw’.
It has the following features:

¢ Delivered with PIC18F8527 CPU, 24LC512 EEPROM and Modtronix
SBCASEC Web Server

« Programmed with a bootloader for updating firmware over the
network or internet

« Has space for a 8 pin Ramtron SPI FRAM chip (32Kbyte FM25256 chip
for example) to be assembled

« Implements HTTP Compression for storing web pages

¢ 32 user programmable /O pins. They can be monitored, configured
and updated via web pages See SBCASEC product page for details

« 12 user programmable, 10 bit Analog to Digital converters. They can

be monitored, configured and monitored via web pages

Red user LED

Green LED for Link indication

Yellow LED to indicate transmit or receive activity

RS232 interface via 3 pin connector or Frontend board

Accepts a wide range of commands via HTTP GET method or UDP, click

here for details




Remote Access: Dynamic Domain Name System (DDNS)

| INKSYS®

A Division of Cisco Systems, Inc., Firmware “ersion ; v4.20.7

Wireless-G Broadband Router WRT54G

Administration Status

Setup i Access Applications

2 st
REFLriy Restrictions & Gaming

DD | MAC Addre lore Acdvanced Routing

DDHS Service : DOMS

DOMS Service ; OywnDME.arg j wou to :
Lzer Mame : lhc2com-2

Passwaord (T YT )

Host Mame : lhc2com-4.dyndns.org

Irternet IP

a e BY. 163145151

Status DOMS iz updated successully

Cisco SYSTEMS

Cancel Changes



Remote Access: Port Forwarding

LINKSYS®

A Division of Cisco Sﬁtﬂmi Inc. Firmwara %

Wireless-G Broadband Router
Applications
- ” s : Access Applications SR .
& Gamll‘lg Setup F Security Hiatrictioria % Carning Administration Status

Port Range Fol C Fort Triggering

Port R: e Fo ard
Port Range Forwarding :

Port Range

Application Start End Protocol IP Address Enable

[nt_sbe | [54123 to [54123 [UDPz] 192188153 IF

[nt_sbe |20 to |20 [TcP =] 1921e81]52 ] ®
| [o to [0 [Both =] 18218810 T
| [o o [0 [Both =] 1s21es1f0 ™
| [o o |0 [Both x| 19218810
| [o to [0 [Both =] 1s21es1fo
| [0 to [0 [Both =] 18218810
| [o to |0 [Both =] 19218810
| [o o [0 [Both x| 1sz1es1fo
| [0 o [0 [Both =] 18218810

Cancel Changes




JGRASP Integrated Development Environment (IDE),
one option to create Java/C/C++... PC control programs

[ File: MergeBench. java C:\Documents and Settings\OWNERWy Documents\EWLULCSCD 320\Programminghssignment1 - jGRASP CSD (Java)
File Edit View Build Project Seﬂings Tools Window Help

B

e emm> ¢ +n L

4

i

Threads

Call Stack

!5 e
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Modtronix SBC65EC Demonstration

* Direct-connected to my laptop PC, so both the control program
and device can be seen.

* Control using a web browser (HTTP)
* Browse the web pages
* Set DC voltage using filtered Pulse Width Modulation (PWM)
* A 39 kHz variable-width (0 to 1/39000 s) pulse
* Filtered through an RC low-pass filter
* 1 kohm, 1 uF makes a 159 Hz corner frequency
* 39 kHz is attenuated 49 dB
* Measure voltage using an Analog to Digital Converter (ADC)
* Control using a PC program (UDP, Java, |JGRASP)
* Set LEDs and read 8 switches (digital 1/0O)
* Set and read a DC voltage (analog I/0, same as done above)



SBCG65EC RS-232 Interface

(system recovery if ethernet control is lost)

& Modtronix SBC - HyperTerminal |Z]|E|[Z_(|

File Edit Wiew Call Transfer Help
A
5: Enable DHCP & IP Gleaning.
6: Disable DHCP & IP Gleaning.
T: Download File 3vstem Image.
g: Save & QJuit.
Enter a menu choice (1-8): 2
Default IP Address (192.168.1.53): 192.168.1.53
Modtronix Weh 3erver
1: Change EBoard serial nunber.
Z: Change default IP address.
3: Change default gateway address.
4: Change default subhet mask.
5: Enable DHCP & IP Gleanindg.
6: Disable DHCP & IP Gleaning.
T: Download File 3vstem Image.
g: Save & QJuit.
Enter a menu choice (1-3): &
Now runhing application...
Bunning Application, IP address: 192.165.1.53_ :
w
Connected 0:01:41 Auko detect 57600 3-N-1




Customization Level 1: User Web Pages

(the Modtronix Network Bootloader)

(=13

File Help

Firmware & Wehpage Update |/ Wehpage Creation

-Firmware and YWebpages

Firmware Hex File |C:1MF'LAEIISEICEEECI1‘-N_H3.1 DwwehsnerBE w310 _hw211 hex Browse

Wehpage Image File |c:1m1 FLABVSBCESEC w3 1 MwrebsivrBa_w31 0limg | Browse

-Settings
Target IP Address or HetBIOS name: (192.163.1.53
Target IP Address for Bootloader: 192163.1.53
Update EEPROM Configuration Data: [ |
Reset Target Before Connecting:

Upgrade Firmware Connect Upload Wehpages Cancel

~Message Window

178819372 - Trving to connect with Target.........

17:58:21 916 - Found: SBCRAEC, Harchware W3.01 (PIC18FEEZT)
17:58:21.926 - Bootloader 1.0

17:488:21.926 - Successiully connected

17:58:41 664 - Exited Eootloader Mode

17:89:11.798 - Do not close program or switch target's power off]
17:89:12.068 - Establishing FTP connection to Target...
17:589:17.015 - Connected to FTF Server

17:89:17.014 - Lploading file to FTF Server

17:89:24 386 - File Successfully sentl




Customization Level 2: User Firmware

* Microchip MPLAB Integrated Development Environment (IDE)
* Microchip TCP/IP Stack software

* Modtronix Web Server software (code on top of the Microchip
TCP/IP Stack; see link on last slide)

* Wireshark (debugging tool)
* Modtronix Embedded Debugger software (debugging tool)



Microchip MPLAB IDE
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Microchip MPLAB IDE

* Manages Microchip and 3-party editors, compilers, assemblers,
linkers, simulators and debugging hardware (programmers,
debuggers, in-circuit emulators).

* Source code revision control

* Supports multiple “Workspaces” (windows, sizes, work-in-
process) and “Projects” (source file set, MCU, appropriate
software tools...)

* Features similar to Eclipse or [GRASP
* 350-page User’s Guide (good documentation)

* Tutorials, debug features (step into/over, breakpoints, animate,
trace, watch, stopwatch), macros...

* 25 window types, 33 dialogs, command-line options...



Microchip TCP/IP Stack

source code: ~60 .c files, ~1000 pages

Dynamic Host Configuration Protocol; Simple Network Management Protocol; Hypertext
Transfer Protocol; File Transfer Protocol; Trivial FTP; User Datagram Protocol;
Transmission Control Protocol; Internet Control Message Protocol; Internet Protocol;
Address Resolution Protocol; a few others not shown

DHCP SNMP FIF

UDP ' TCP

Ethernet




Wireshark

* Send a single UDP packet to the SBC65EC that requests a
voltage reading (“%n20")

* Receive the single UDP packet that gives the voltage (“2.44")
* Lots is going on!

* Each layer of the Transmission Control Protocol / Internet
Protocol (TCP/IP) Stack is like a “nested doll” wrapping the
Information in the layer above. A 5-doll package goes out on
the ethernet cable.

* In this simple case there is about a 10 to 1 overhead cost in using
the Internet instead of a simple RS-232 direct connection. (46
bytes carry 4 bytes of data. 60 bytes carry 5 bytes of data.)

* This overhead value is a major network design consideration, and
varies from protocol to protocol, application to application.



77! SBCBSEC 10 Demo.pcap [Wireshark 1.6.3 (S¥MN Rey 39702 from /trunk-1.6)] I |EI|£|

Fil= Edit Mew Go Capbure Analyze Statistics  Telephony Tools  Inkermals  Help
= o e BEEXE2E A2 TF L|IEEB  QAQQ0| #EMWX|B

Filker: I V| Expression... Clear  Apply

Ma, I Tire I Source I Destination I Probocol I Length I Infa I
1 0.000000 19%2.168.1.115 192.1658.1.122 UDF 46 Source port: foip-port Destination port: 5412
2 0.001%31 1%2.168.1.122 1%2.168.1.115% UDFP 60 Source port: 54123 Destination port: foip-por

H Frame 1: 46 bytes on wire (368 bits), 46 bytes captured (3868 bits)
Bl Ethernet II, src: Intel_%9a:cd:39 (00:0c:fl:%a:cd:39), Dst: Microchi_00:00:00 (00:04:a3:00:00:000
B Destination: Microchi_00:00:00 (00:04:a3:00:00:000
B Source: Intel_Sa:cd:39 (00:0c:fl:%a:cd:39)
Type: IP (0x0800)
® Internet Protocol wersion 4, src: 192.168.1.115 (192.168.1.1157%, Dst: 192.168.1.122 (192.168.1.122)
E User Datagram Protocol, src Port: foip-port (32250, Dst Port: 54123 (541230
source port: foip-port (32250
Destination port: 54123 (541230
Length: 12
B checksum: 0x43f5 [walidation disakled]
B Data (4 bytes)
Data: 256e3230
[Length: 4]

0000 00 04 a3 00 00 00 00 Oc f1 %a <d 39 08 00 45 00 ........ P e i =
0010 00 20 Se b% 00 00 B0 11 57 d6 cO aB 01 73 <0 al O L — e
0020 01 Fa Oc 99 d3 &b 00 0c 43 T35 32 30 i

D | Data (data), 4 bytes Packets: Z Displayed: 2 Marked: 0 Load time: 0:00,500 Prafile: Defaulk 4




77! SBCBSEC 10 Demo.pcap [Wireshark 1.6.3 (S¥MN Rey 39702 from /trunk-1.6)]

=10l x|

Fil= Edit Mew Go Capbure Analyze Statistics  Telephony Tools  Inkermals  Help

= @ & EEXE2E AesT I |BEE QAQL0 EEMX B

Filter:l ﬂ Expression... Clear  Apply

Ma, I Tire I Source I Destination I Probocol I Length I Infa I
1 0.000000 19%2.168.1.115 192.165.1.122 UDF 46 Source port: foip-port Destination port: 5412
2 0,001%31 1%2.168.1.122 1%2.168.1.115% UDP 60 Source port: 54123 Destination port: foip-por

Bl Ethernet II, src: Microchi_00:00:00 (00:04:a3:00:00:007,
B Destination: Intel_%a:cd:39 (00:0c:fl:%a:cd:39)
B Source: Microchi_00:00:00 (00:04:a3:00:00:000
Type: IP (0x0800)
Trailer: 100400943a0000020404007172
F Internet Protocol wersion 4,

Source port: 54123 (541230
pestination port: foip-port (32250
Length: 13
F checksum: 0x0000 Cnoned
B Data £5 bytes)
Data: 32Z2e343400
[Length: 5]

Srer 192.165.1.122 (192.168.1.1227,
E User Datagram Protocol, Src Port: 54123 (541230, Dst Port: foip-port (32250

H Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
DSt :

Intel_%a:cd:39 (00:0c:fl:9a:cd:3o)

D=sT:

192.168.1.115 (192.1568.1.115)

ooo0 00 O0c 1 9a cd 39 00 04 a3 00 00 00 03 00 45 00 ..., G..
o010 00 21 05 9h 40 00 A4 11 8c 3 c0 a8 01 7a <0 al LLoEod.
0020 01 F3 d3 6b 0c 9% 00 Od 00 00 EFEEEE EERRE] 10 deleis
o300 04 00 84 aa 00 00 02 04 04 00 F2e Y snsasisannan
O | Data (data), 5 bytes Packets: Z Displayed: 2 Marked: 0 Load time: 0:00,500 Prafile: Defaulk 4




Modtronix Embedded Debugger

(configurable runtime “debug print” output)

Modironix Embedded Debugger ¥1.03
File Window Help

EPEENC
FTP | FSEE | HTTP [ IP [ MAC | NBNS | STACKTSK | TCP [ Utils | TFTPc | UDP |
‘ Default | APPCFG | BUS | CMD | General | HTTPX | MAIN | Announce | DHCP | DNS |

T3:0029 674 -5 - Received following HTTF Header: 'Host: rn3.dyndns.arg’

T2:00:29 704 -5 - Received following HTTF Header: 'User-Adent: Mozillars.0 dNindowes; L wWindows MT 5.1;
en-US: el 9217 Geckor20110420 Firefoxf 3617 ( MET CLE 3.5.30729; M

F3:00:29 704 -5 - Received following HTTF Header: ‘Accept:

textrhtml applicationihtml+xml applicationimlg=0.9 % g=0.3"'

1800339 714 -5 - Received following HTTF Header: ‘AcceptLanguage; en-us'

F3:00:29 F24-5 - Received following HTTF Header: ‘Accept-Encoding: gzip,deflate’

F2:00:29 724 -4 - Received following HTTF Header: ‘Accept-Charset, [30-8359-1 utf-8;9=0.7 *q=0.7'
120039 P44 - 5 - Received following HTTF Header: 'Keep-Alive: 115

F3:00:29 Fd4 -5 - Received following HTTP Header: 'Connection: keep-alive'

120029 744 -5 - Received GET comimand for IMDEX. HTM'

T2.00:39 P44 - 5 - Found reguested file

F3:00:29 744 -5 - Sending GET Header

F2:00:29 744 -5 - Bending GET command body

T2.00:339 855 - 5 - Bending of file to be continued

T3:00:40.003 - Reached EOQOF

Fo:0040 025 -59 - Buccessfully sent file

T2.0040 298-5- HTTF Disconnected

|C:MPLHBEBCEEECTW_UEJI]Iwehsmrﬁﬁ_ﬁﬂ]_rm| |CDI‘U‘I1,5?EI]I]| |:|




Hardware Platform #2: Modtronix SBC66EC




Modtronix SBC66EC + Microchip TCP/IP
Stack + Microchip TCP/IP Demo App

ﬁ\ MICROCHIP

TCP/IP Stack Demo Application

EEZ Welcome!
LEDs: [click to teggle)
Stack Version: v5.31
Build Date: Mar 29 2011 17:14:29 Buttons:
A A ANA

This site demonstrates the power, flexibility, "

and scalability of an 8, 16, or 32-bit Potentiometer: 7
embedded web server. Everything you see is

powered by a Microchip PIC microcontroller
running the Microchip TCP/IP Stack.

send E-mail On the right you'll see the current status of the demo board. For a quick

example, click the LEDs to toggle the lights on the board. Press the push
: buttons {except MCLR!) or turn the potentiometer and you'll see the status

Dynamic DNS : : : : ! 3
update immediately. This examples uses AJAX technigues to provide real-time
feedback.

Network G

Configuration This site is provided as a tutorial for the various features of the HTTP web

server, including:

SNMP
Configuration

* Dynamic Variable Substitution - display real-time data
* Form Processing - handle input from the client

+ Authentication - require a user name and password

L ]

L ]

Cookies - store session state information for richer applications
File Uploads - parse files for configuration settings and more




Modtronix SBC66EC Features

* Introduced March 2011.
* Based on the Microchip P1C24 (16-bit) MCU.

* Relative to the SBC65EC: more memory; faster; battery-backed
up Real-Time Clock (RTC); same price ($70); based on the
latest Microchip TCP/IP Stack v5.31 (10/19/2010) with only
minor Modtronix modifications.

*But it is not a mature product yet. Early documentation and
support were very poor: no user base; problems debugging;
“early adopters beware”; not recommended by me for
amateur radio operators.



Modtronix SBC66EC Demonstration

* My SBC66EC is at home in my den.

* DDNS equates rn3.dyndns.org to my house.

* Port Forwarding routes HTTP to my house to the SBC66EC.
* If you have Internet access with you, try rn3.dyndns.org now.

* The Microchip web pages show off all the features of the
Microchip TCP/IP Stack software, not the features of the
Modtronix SBC66EC hardware. (Modtronix still needs to do
for the SBC66EC what it did for the older SBC65EC.)



http://rn3.dyndns.org/
http://rn3.dyndns.org/

Hardware Platform #3: Microchip PIC32
Ethernet Starter Kit

=% wRORWRT D |




Microchip PIC32 Ethernet Starter Kit +
TCP/IP Stack + TCP/IP Demo App. Features

* Two PIC32 (32-bit) MCUs, one dedicated to debug, and the
latest Microchip TCP/IP Stack

* Everything from one supplier: Better training, support, bug fixes,
and feature additions.

* $72 (essentially the same as the 2 Modtronix boards)

* What | ended up using for my EWU master’s project, because is
supports secure Simple Network Management Protocol
version 3, with the iReasoning MIB Browser. | needed more
security than the Modtronix boards provide.

* Negative: The Modtronix Web Server software (web pages that
make analog/digital I/0 easy) does not work with this board.
It is much harder to do simple control projects with the
Microchip PIC32 ESK relative to the Modtronix SBC65EC.



Technology Extension:
Cisco-Linksys WVC80N Home Monitoring Camera




Demo: Camera at home in my family room (cat for scale).
Show live online audio/video.




Web Links to More Information

* Modtronix (an Australian company) SBC65EC Single-Board Computer, $70:

* http://www.modtronix.com/product_info.php?products_id=149

* http://www.modtronix.com/links/onlinemxws (live online board to play with)

* http://www.modtronix.com/products/sbc65ec/websrvr65_v310/ (Web Server software developer’'s documentation)

* Modtronix PT24E-ASM enclosure / prototyping board, with LEDs and switches, $15:

* http://www.modtronix.com/product_info.php?products id=230

* Modtronix Add-On Boards (LCD $40, I/O-Relays $15 & $60)

* http://www.modtronix.com/product_info.php?manufacturers_id=&products id=352

* http://www.modtronix.com/product_info.php?manufacturers_id=&products_id=300

* http://www.modtronix.com/product_info.php?cPath=95&products _id=198
* Microcontroller Pros Corporation (Modtronix distributor, Carson City, NV)

* http://www.ucpros.com/

* Modtronix SBC66EC Single-Board Computer, $70:

* http://www.modtronix.com/product_info.php?cPath=1 36&products id=416

* Microchip PIC32 Ethernet Starter Kit SBC, $72:
* http://www.microchip.com/stellent/idcplg?ldcService=SS _GET PAGE&nodeld=1406&dDocName=en545713

* Cisco-Linksys home monitoring camera with microphone, $90 (eBay, refurbished):
* http://www.linksysbycisco.com/LATAM/en/products/WVC80N

* Wireshark:

* http://www.wireshark.org/
* (IGRASP

* http://www.jgrasp.org



http://www.modtronix.com/product_info.php?products_id=149
http://www.modtronix.com/links/onlinemxws
http://www.modtronix.com/products/sbc65ec/websrvr65_v310/
http://www.modtronix.com/product_info.php?products_id=230
http://www.modtronix.com/product_info.php?manufacturers_id=&products_id=352
http://www.modtronix.com/product_info.php?manufacturers_id=&products_id=300
http://www.modtronix.com/product_info.php?cPath=95&products_id=198
http://www.ucpros.com/
http://www.modtronix.com/product_info.php?cPath=1_36&products_id=416
http://www.microchip.com/stellent/idcplg?IdcService=SS_GET_PAGE&nodeId=1406&dDocName=en545713
http://www.linksysbycisco.com/LATAM/en/products/WVC80N
http://www.wireshark.org/
http://www.jgrasp.org/

	Internet Remote Control of Homebrew Projects��Inland Empire VHF Radio Amateurs Club��Rick Nungester, WA6NDR�Jan. 12, 2012�(sli
	Background
	Overview (1 of 2)
	Overview (2 of 2)
	Hardware Platform #1: Modtronix SBC65EC
	Modtronix SBC65EC Features
	SBC, Proto Board, Enclosure, LCD… 
	Modtronix SBC65EC Web Server (21 browser pages)
	Remote Access: Dynamic Domain Name System (DDNS)
	Remote Access: Port Forwarding
	jGRASP Integrated Development Environment (IDE),�one option to create Java/C/C++… PC control programs
	Modtronix SBC65EC Demonstration
	SBC65EC RS-232 Interface�(system recovery if ethernet control is lost)
	Customization Level 1: User Web Pages�(the Modtronix Network Bootloader)
	Customization Level 2: User Firmware
	Microchip MPLAB IDE
	Microchip MPLAB IDE
	Microchip TCP/IP Stack�source code: ~60 .c files, ~1000 pages��Dynamic Host Configuration Protocol; Simple Network Management 
	Wireshark
	Modtronix Embedded Debugger�(configurable runtime “debug print” output)
	Hardware Platform #2: Modtronix SBC66EC
	Modtronix SBC66EC + Microchip TCP/IP Stack + Microchip TCP/IP Demo App
	Modtronix SBC66EC Features
	Modtronix SBC66EC Demonstration
	Hardware Platform #3: Microchip PIC32 Ethernet Starter Kit
	Microchip PIC32 Ethernet Starter Kit + TCP/IP Stack + TCP/IP Demo App. Features
	Technology Extension:� Cisco-Linksys WVC80N Home Monitoring Camera
	Demo: Camera at home in my family room (cat for scale).�Show live online audio/video.
	Web Links to More Information

